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$ md5sum outl.bin
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$ cat filel file2 > file3
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#include <stdio.h>

unsigned char xyz[200] = {
/* The actual contents of this array are up to you */

};

int main()
{
int i;
for (i=0; i<200; i++){
printf("%x", xyzl[il);
}
printf ("\n");
}

ARAT AR YA QR J2 0 58 X T A, il S RAS, SEASAFEM i), e R T AT
AR MD5 WA (. (HR AR 198 5 A ) — BRI SCE BB AT RE S SN B AR ] DAY



SEED Labs — MD5 R8s 4

xyz B PUE R R — 288, SRS URRT AT —A> 7t il g e o BLIEAE — RSO BB xyz BN
o P AT BRSO R AR HEA S o SR, AR TR A — SR E Y
{H, FATAER S AL DB SCPF P REIEANT. B, T P B BORT 1 ox4t | BIFHE A 1Y
ASCIL #fi. 7E 2B SCPF A #RE] 200 4> A BIAZEASARVE

unsigned char xyz[200] = {
0x41, Ox41, 0x41, Ox41, 0x41, Ox41, Ox41, Ox41, Ox41, 0x41,
0x41, Ox41, O0x41, O0x41, Ox41, Ox41, Ox41, Ox41, Ox41, 0x41,
0x41, Ox41, 0x41, Ox41, 0x41, Ox41, Ox41, Ox41, Ox41, 0x41,
. (omitted) ...
0x41, Ox41, 0x41, Ox41, 0x41, Ox41, Ox41, Ox41, Ox41, 0x41,
}
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Prefix (multiple of 64 bytes) Suffix (the rest of the program)
AN

AN
r A\ r A\

|
1 1
I

H/_/

A 128-byte region

P 30 B ATPAT SO A = AN
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$ head -c 3200 a.out > prefix
$ tail -c 100 a.out > suffix
$ tail -c +3300 a.out > suffix
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AN R, WPATIEFAE. B0, SETSE A, HS0AT -

Array X;
Array Y;

main()
{
if(X's contents and Y's contents are the same)
run benign code;
else
run malicious code;
return;

}
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Prefix (multiple of 64 bytes) Suffix (the rest of the program)
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P and Q are generated to / t t

cause collision Array X Array Y
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