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2.1 AEHEESWA
ML 5 R4, Labsetup.zip SCAFEIURAY VM 1, fREEE, #FA Labsetup S, SR
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T, Ff15 745 Docker il Compose AIXHOH M A4 TR IR #EE ML 15K
sedn 4, LA bashre SCPF (FEF4ATHEMEH SEED Ubuntu 20.04 BEBLIT) ke 1614 T 41
%.

$ docker-compose build # E I A B4 %
$ docker-compose up # BEAE
$ docker-compose down # X[ & 2

// ER Compose #r4-Hy A%

$ dcbuild # docker-compose build Ky 5|4
$ dcup # docker-compose up w7l %
$ dcdown # docker-compose down Bl %

I Bt IE G BiatT. BAEAR S Lt s, WATAR G PN A G Shell o ¥ /ef 26
docker ps fip KA ID , )G docker exec fEIZZA4r LS 3h Shell o LATELAE bashre
SCPE AR A i A T 54
$ dockps // docker ps —-format "{{.ID}} {{.Names}}" # 5|4
$ docksh <id> // docker exec -it <id> /bin/bash 7| %

[/ THEHBFRERTHTAEEN C AHAFE Shell
$ dockps

b1004832e275 hostA-10.9.0.5

Oaf4ea7a3e2e hostB-10.9.0.6

9652715c8e0a hostC-10.9.0.7

$ docksh 96
root@9652715c8e0a: /#

/] E: R —% docker #4FEEH ID, KAFE
// WMANEAN ID e, ARCMNAERAEEYY
// RE—T—#, MARMATNUNFHRREET .

WEARARTE B B LI PR B B 1A, AT PASZ A T “Miscellaneous Problems” #4) i 348
VT

2.2 Elgg Web W HFF

FANTHEA LR f 44 Elgg BIITIR Web WY - Elgg j&— 3T Web U452 (45 b AR o
BRI A SR h i B e AT A48, — izt Web lRé54% (10.9.0.5), F3—fNizfT
MySQL #dfa 4 (10.9.0.6) XA IP HIBEAERC & H 22 [ 5E , LA 2HE docker-compose . yml
SR ERCEAT.

Elgg %¥45.  HAIMEA Apache Web [R5 24T Elgg Web W AR . Mt EALETE Elgg $123C
£ Y apache_elgg.conf 1. BUEARE MG URL FIfrEfk Web W HIFERA AU A SCIT
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<VirtualHost *:80>
DocumentRoot /var/www/elgg
ServerName Www.sSeed-server.com
<Directory /var/www/elgg>
Options FollowSymlinks
AllowOverride All
Require all granted
</Directory>
</VirtualHost>

Yol g d . WAV 7 — %48 (10.9.0.105 ) Kz A TG H I, 2 0 34 & — A% r) HTML
VU . MUY Apache BLEANT -

<VirtualHost *:80>
DocumentRoot /var/www/attacker
ServerName www.attacker32.com

</VirtualHost>

H TR T ZAE R AR N BT TSR, S T8, AN LR Labsetup/attacker SC{Fk4E
BENAARN /var/waw/attacker S, HIE, 78 VM HCET attacker SUPFIE NI TURFAIL
AFE RIS IEE, FROTC LA SR WHCE T AU I HESE .

DNS fd¥#. 8 7l AW URL 17517 Elgg Wk Brali & ul s RBG A, L, A7 ZHAE /etc/hosts
SCFFPASIATN 20 H  PASERS X 28 AL WU R AR R Y TP Huhk. 8RB root AL FRR BB SC
fF (B sudo). FEERERYZ, T HA LSRR, XA FRATREC U MEI SCfFb . WRE
IS BN Y TP #1245 H LM .

10.9.0.5 WWw.seed-server.com
10.9.0.5 www . example32. com
10.9.0.105 www.attacker32.com

MySQL ¥, Aailng—uEn, Wit—Ha%, SHNRIraEdeia k. MTARLE,
FeATHA S A R R R B AE MySQL Bl e, IXARLE R A de it A & Z R8s . 8 7Sl —x,
AR EHL LMY mysql_data SCPERHEFRE] MySQL 243N /var/lib/mysql SCPRJe (BLICHFIc2
MySQL fFERUE PRI T ) . NIt RIGEZS R il s, B A i B R B . X4 mysql_data 3C
FJAE Labsetup N, ‘ERFFE MySQL ZEdesi—Uiat 7T a G . ARG SSARM S B FEIT 4G, mIRA
I s S A

$ sudo rm -rf mysql_data

AP, FATTHE Elgg MRg5ae LA T FIK, P22 MRS AR iR -
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UserName | Password
admin | seedelgg
alice | seedalice
boby | seedboby
charlie | seedcharlie
samy | seedsamy

3 LIS Al

3.1 5% 1: M HTTP ik

EF R G EGE T, AT EME HTTP 35K, Hit, RAOFETH—aEN HTTP
REAFAREALE A TR SHEEE R . FATAT A Firefox 947 FE)F "HTTP Header Live"
SEPLi— E AR, AT R AR TR 7 YA G e TR L AU 7 3 AR 3803 (5 B.1).
T T BAf 3k Elgg i HTTP GET #1 POST #53K . FE@A4E T, 0 B e sk il f 1 2
e

3.2 1% 2: {§if] GET ik CSRF #il;

HEXAMES T, BATTR B Elgg tHZMEHA PN Alice fil Samy. Samy ZEK Alice
FIt A, {5 Alice FEAMRHMINE] H O A A S H . Samy deE i CSRE Zrli RSL XA~ H bk, il
Sl Rk 7E Elgg HL4E Alice &4~ URL. 4 Alice {747 5i#1% URL J5, Wh&4i515 % Samy 1
B3k www . attacker32. com. T BRAEARZ Samy, AU TTNZS, DAY Alice 17 I 7T TH
J&, Samy FEECH Alice TFAFN R PR G (i Alice 4 Elgg IHLZH M),

KT RZEFHRING L, FAOVFEAE AR B ) HTTP 5k (GET #3K) 214kt
1. FEATATPAME] "HTTP Header Live" THHfTM#E. TEX/MESH, AAVFHRE JavaScript Hi%
k%7 CSRFE Mty M TAER Y Alice V517 T 1H G X & Bl &2, Alice JRFRAE TURI_E S AR 4
2K (PR AR img #3255, ‘B4 HZMA HTTP GET %K)

Elgg 5SS T —FhBiHl CSRE Muiiyitiiti. 78 “USinis &7 i) HTTP sk, @rTaeayE s g4
TRE S T A ERRM TR SE, Bl __elgg_ts Fll __elgg_token. XMW T LB
i, WERENREARER, Elgg WSR2 %R IROTTEARIZI o 50 17X A5 L i, R reth
TR I TR AR A~ S5

HEGN]: ARG R B EUWLEEE SEED pHABEIIAL, BH VM Y Firefox A n] e
B, HHARES XTI cookie SRIN—LE[RH]. FERPIRAT, (] ing rZA i HTTP GET ¥F
SRAFTEIEAETGE B o 02 P G e R X R B I EES 3 cookie. MISRAUBFXMELL, BRI PAME
PN T IR —EBGE A RL


www.attacker32.com
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o RO img FRZE5, T2 A H ALy 04 % GET K. B, 78 F—MT45 316 JavaScript
Kt POST 3K . FATAI A AR A ik thid GET #3K.

o TEY Firefox ¥ E PABUHIX SERR G . 248 F5 24 B AZ BOE B B H 45k . Z RS EAE “RBAL S
47 U, R]PAESEAE URL 355t H %7 A about:preferences#privacy K& A .

ARG A2 FA TR ALY SEEDUbuntu 20.04 FERIML, WIHITIETIRARL, BRARKE NS Firefox
THE VBRI IRAS -

3.3 1% 3: {§if] POST ik CSRF #il;

TEIHRE H O E] Alice Ml RS2 )5, Samy FEEMOE LTI, 7 E Alice FEMKA
PRt EE : “Samy jEIRAIME". Alice JFAFEIK Samy, HAHFRAURC AR AT S A TR T
Samy THRIMH CSRF Bt kLA HAR, X2 AL H 1.

— IR S Alice 1) Elgg kR —RIHE K, A HEMALZEE T URL, &4~ URL
275145 Alice k%] Samy (HIfE) ARG wav. attacker32. com, FEHRHLGTI A% S) CSRF Hifi.

EIGE Hire B ez HENTOR . Bk, Yot SR s his— Mo B i Elgg 325
AR ANERMER . R AT RS ASTRE Elgg BITREZ —. WERH P EZEMHCH A
BORE, AATATADI I Elgg (AN ABORIITH, SHE R, HRASRBEIRIGF At Wkt —4
POST {ifK#| /profile/edit.php, MASABIERHAPIT NGB

W45 34 edit.php [AINH%EZ GET F1 POST &3k, [RMAH AR 54545 1 spAfR 1053
KT BRI, AEXAMMESS T, EHFEMA POST k. B, 2452 FH U5 B sl Sn), ok
(W2 7) FHEE ok B2 EZW T2 HTTP POST #:5K. Wik & HE TS RILH.
IR NFORREAT— LB (1] "HTTP Header Live" T HSRHEEZIESK, T ANLEEIFI T 1HiZE
UK. 5 GET WRESHEINAE URL FAFEHARE, POST RSt &1 HTTP Ji5 8
PR (WA S FF5 Z [ N2 ) -

http://www.seed-server.com/action/profile/edit

POST /action/profile/edit HTTP/1.1

Host: www.seed-server.com

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:23.0) ...

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;9=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.seed-server.com/profile/elgguserl/edit

Cookie: Elgg=pOdci8baqrl4i2ipv2mio3po05

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 642
__elgg_token=£c98784a9fbd02b68682bbb0e75b428b&__elgg_ts=1403464813 <t
name=elgguserl&description=%3Cp/%3Ilamelgguser1’,3C/2Fp/%3E
accesslevel)5Bdescription)bD=2&briefdescription= Iamelgguserl

accesslevel),bBbriefdescriptiony,5D=2&location=US


www.attacker32.com
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...... ¥c

PRARE THESREEZ G, BRI DU A BOX AR K . S T3 B 898 5 I3 JavaScript
FEf7, FRAHRME T — IR BIAD  EnT AR s 9 AU kAl CSRE Hity, (HIX @ MBI Aas, 4
L AT DA HE T s et
<html>
<body>

<hi> W T W {4 — 4> HTTP POST # kK. </hi1>
<script type="text/javascript">

function forge_post()

{
var fields;
// TERZEEFTEATWREMAT . XEFHEREY, XEFETE.
fields += "<input type='hidden' name='name' value='x***x*'>";
fields += "<input type='hidden' name='briefdescription' value='s¥*x*'>";
fields += "<input type='hidden' name='accesslevel [briefdescription]'
value='2'>"; (©)
fields += "<input type='hidden' name='guid' value='x***x*'>";
// Q|E—/ <form> TX.
var p = document.createElement ("form");
/] HEERE
p.action = "http://www.example.com";
p.innerHTML = fields;
p.method = "post";
[ KRERWEN LA TEF
document . body . appendChild (p) ;
/! R’RFKE
p.submit () ;
b

// W a2 H forge_post() H#.
window.onload = function() { forge_post();}
</script>

</body>

</html>

e Line @, {H 2 R BTGB EA AT, KR, A NEGAR L %5 B gl Al
A HAB PTEEE R T B FEERERE, M PDF SOPF A GIATRG NG LB ARSI, RFr iy
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B S FAFAREAS I T AR S (R EERBHGT) . X FEORER . B AR 5
G145 e A K LA g X 2 )

ld: R TR TG Ah, EaATE R AR ] PATE (R

o [l 1: PhiEf) HTTP 3R Z Alice i/ ID (guid) A BBIEH TAE. #N5 Boby H§ 515X
Alice K ahUnly, 1A S BGE H b ] AREIMERIREL Alice [ 7 ID. Boby AHIE Alice 1£ Elgg
R, PIICIR S SRE] Alice B 7 AZRHAH A5 R . 814 Boby AN HRIX A

o W@ 2: 412R Boby ABAE W IR RN ST AL AR Elgg S AR, FESEH ARIEES
VAR R IA A A% CSRF B ? 5 AffE.

4 P55

CSRF AXEFGHE . few), KO FHRETFARSAEAA T R T A A— RS AR, - i kG A 35 3K
HE T AFAEIZ 2 S FI W SR 2 [ PR SRR RS vk oK . XN “RhB " k. filt, KREH00%
PRSI T — P4 A “[AlIE cookie” MM, BFEM L CSRF Bt SE B o FRATTRF XS X P Ao v 10E
TT5L5

4.1 f£% 4: B Elgg B

b T Wi CSRFE Hity, Web [N AR T T DURFAL % A R A B TURT . 7 2k [ 306 28 0T T 11 17 K #0
AT AR, 5 N R B sl i ok, N2 B AR KoM (R R R o TG 3 JE AR B R 2 4
JE, TR AT B4 3 SRAR S 2 B TR 0 A i i oK

Elgg fif FIiX AhFL S W LA LN BB IRk B8 CSRE Xk RATT &K ik Lepi 4
FERELAEGE A2 Elgg FETH K HHRA TIAS4L __elgg_ts Fl __elgg_token. RI5ASLEALILTE K
B &RAEEAT

B o A ORI ) R IR A BIG0P: Elgg FEHTA T 2 R AER 7 HR AN 1722 422 VRN ) 81
PATS HTML AURS BT A RO M I B0 7 B e 2 B S I PR 213K v -

<input type = "hidden" name = "__elgg_ts" value = "" />
<input type = "hidden" name = "__elgg_token" value = "" />

Elgg ifF 2244 AN R B (EIRESS JavaScript A8, PATEUUTA LR JavaScript (RS AT DABEARTS

A R

elgg.security.token.__elgg_ts;
elgg.security.token.__elgg_token;

TE Elgg 1 W T s 028 4 A FE RNt [R]85 f2 8 1 vendor/elgg/elgg/views/default/input/securitytoken.
php RSZHLR) . TS R BRI R T i 28 PN 2802 Aer Sl S s i 3 5B
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$ts = time();
$token = elgg()->csrf->generateActionToken($ts);

echo elgg view('input/hidden', ['name' => '__elgg token', 'value' => $token]);

echo elgg _view('input/hidden', ['name' => '__elgg ts', 'value' => $ts]);

AR,  Elgg MLaMZ N HifE R ARMSAE: MubfeftrmeE, mEs. Hrs
i ID FIBEYLAE A 215 P4 . TSR T Elgg PHYZ a4 il 2 (78 vendor/elgg/
elgg/engine/classes/Elgg/Security/Csrf.php H).

/%%
* NaiEARE . Bt Bfn sk 2 5 A R — MM
*/
public function generateActionToken($timestamp, $session_token = '') {
if (!$session_token) {
$session_token = $this->session->get('__elgg_session');
if (!$session_token) {

return false;

return $this->hmac
->getHmac([(int) $timestamp, $session_token], 'md5')
->getToken() ;

WEHESMEIE.  Elgg Mul Bkl s REAT B 8 AR CSRE Hoiti. 4524 1 AT e
# VA Csrf.php H1fY validate O BREL, ILHRALSXTIXLESHEIEATIRUE. WSR-S HAIFAESTICRL,
DU FE A B A IR P E R 1) B A IR . AT LR EOTRININ T —> return 54, MIMEEM T
Xk
public function validate(Request $request) {

return; // % SEED X (#f CSRF Fj4##i) Ti/in

$token = $request->getParam('__elgg token');

$ts = $request->getParam('__elgg ts');

- (BT RAE)

1555 PR RTiE. T EABYERE, WA Elgg 4%, HifE /var/www/elgg/vendor/elgg/
elgg/engine/classes/Elgg/Security {43, M Csrf.php H#lf5 return i5h]. &8 NE — b
) e A I nano o FE5EME IS, W EALEATHG, RS EGT 2 5 8D . g k) HTTP
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TR IR . TR AT A JEAE CSRE Mk th & 16X SRR Mt 2 AT A BH Ik T AT
AN T 25k S 4 ?

TR CEEEZ), LAV RS T CSRE Bl AU AVORI, Bt R
JEBGEE R TR S PR, SRR A DhiEr) POST di53K. XS — MR IGE, AR5
U TR RS E T IR Rkt 5 — APl A POST oK . X R JCBRAGER il BE £ S BB R ELAS S
B, FERRIASGE RIS, 5 5 P DUTE DAGSE 1E TEBRAGER .

4.2 55 5: JBSNJR cookie Jjik

REFNE AR IAEER LI T —FhFRA “[RJE cookie” WAL, X5 cookie M KM —NEME. X4
JOETERES, WYX A E M, o 2 BRI K L cookie, AAR—A~ Web [ 2
JP AT BHAS cookie HTB5U5E K, AT RASRICZ cookie [l . FI4nM FARF AT DAY session ID
cookie A [AIJE cookie, MM FH IAFAR 351 KA session ID, Kt Toi: % 8l CSRF it .

R T B AR T A A YR cookie SRR CSRF My, HATE— 445 el@8 T —12H
www . example32. com R . FHPIAPATS URL. FRATCARF AL BLUF] 10.9.0.5,

URL: http://www.example32.com/

— H A5 ] XA Wl R T S B B = cookie: cookie-normal, cookie-lax fil cookie-strict,
MAFRIR, 55— cookie J&— NI cookie; 55 AHIEE = A MFPAEAL FYR cookie (Lax 2
BUFN Strict 2884 ). FRATETT T AL LI KM MR LY cookie 2 KR4 k5545«

TR M U R . 5ERE A 451 example32.com UL, TM4EHE: B W45 attacker32.com
MU, XA TURULFR AR (BT HSE60) , 3 BB R T =R RSB 3 K 3] waw .
example32.com/showcookies.php, %LU~ Yids KR cookie, JHTAF W/REHR, &R
PAFIIEWIFLE cookie # &Ik . 158 MPA NS

o IR EE BN BRI R T O A 2 cookie Ak
o MUEAERAR, TERIAFR cookie AR A5 RIS 15 2 R UR Y o
o iR AT R cookie HLHIRATEY Elgg Fify CSRF Hiily. @A ML AL, TLH

FHEAT.

wAMMsYy s SRR EORE, FATSR R B Elgg AR AR IR cookie HLHIA By
18 CSRF Xgify. BUHFIN 4 TARLE i) e AT 55 i) 2 A BN 23 o 24 2R A% S AT T SO e ik
(EFie =

5 it

5.1 f§ifl HTTP Header Live {fifk:# HTTP 3

TEFATRY Ubuntu 16.04 BAIWLH, Firefox (M4 60) ASZFpZ Hiff) LiveHTTPHeader ##if4. H
M 2, |4 T 44k HTTP Header Live [3HE . 5= A A1 A T EL i S E@Fﬁ%,


www.example32.com
example32.com
attacker32.com
www.example32.com/showcookies.php
www.example32.com/showcookies.php
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HAfEmdibmich fEbs, 2o m MR . BifRAE(E vt HTTP Header Live. #RJ5 middii
BUPRAEfT R, BT HTTP SREF IO E MR X (b5 ) R, fREpE AT
HTTP 53K, #5ih—A % 0 BRIk HTTP iRk, REMNR, LRI EAE— AN B
FEBCAE ST DR/, R O N B A AR o PAER DSf REA & Hgh Ly, (AR
KA L

SEED Project - Mozilla Firefox

File Edit View History Bookmarks Tools Help

SEED Project b+

<« G o D www.cis.syr.edu/-we ¢ o @ 9 search i @

@D
£# Most Visited 5 SEED Labs [5 Sites For Labs

@ HTTP Header Live v - e X PP
http://www.cis.syr.edu/~wedu/seec LAas o
GET HTTP/1.1 200 OK

Host: www.cis.syr.edu

ccept: text/html.application/xhtml+xml.

No

K 1: 3 H HTTP Header Live {4

5.2 f§il] Web JFk# THE A HTTP %k

Firefox a2 7 — M ERA MK LA, wTPAUIRKEE HTTP k. XA T.HZ Web Developer
Network Tool. FEATIH, FATRNMHZ T AR —LLERINRE. JE LM% TR AT

B i Firefox & L% ¥ --> Web Developer --> Network
B

B# Tools ¥ ¥ --> Web Developer --> Network

DA Elgg 19 s o, PR 5 T % T i T 2528 HTTP POST K.

7] HTML CSS JS XHR Fonts Images Media Flash WS Other Persist Logs

Status Method File m Cause

A 302 [ POST login I3 www.xsslabel...l document
A 302 GET / ¥ www.xsslabel... document
® 200 GET activity # www.xsslabel... document

[l 2: Web JF %38 W25 T A HH) HTTP #53K

TAH WL A, DA I HTTP 355k, e TS 7ER ARt i s A 5, (1
i) .
BT SR B LA 1 B e AR . ) ieon T il k(e Headers KR4S T PEAR (S
B (1335 URL. #3731 cookie) . T RATLECEI A7 404 rp 4 £ i sk Sk RINIRY Sk . Ty HTTP 55K
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W Y HTML €SS JS XHR Fonts Images Media Flash WS Other Persist Logs Disable cache Filter URLs o]
Stz Me Fili Do~ Car Ty Trz Siz oms s40ms | |_W Cookies Params Response Timings
.. % w...docu... html 3.84 KB20.02... Request URL: http://wew.xsslabelgg. con/action/login
: P Request method: POST
A 30, GET / n’ w...docu... html 3.80 KB20.0Z... ~+ 18 ms Re:lnote sl T
. (20 CET 3. M W.dow... html 5.83K820.02.. 3 F1.8 Status code: 4 302 Found (F) Edit and Resend Raw headers
200 GET f B w..style.., css cached 28,38, Version: HTTP/1.1
2l 1 | - y 1 ached 58 Filter heade
20 GET C.. M w..styl L cached 3.80 KB Response headers (406 B)
0 GET iq w... script ached 83,57 Cache-Control: no-store, no-cache, must-revalidate
200 GET ia... & w... script i cached 234.7 Connection: Keep-Alive
. = = o Content-Length: 0
& 17 requests 750.80 KB/ 11.47 KB transferred  Finish: 1.46 5 DOMConte SR = AP _—

B 3: Ry HTTP #5R AR5 B

SR, TTRAGET Params FREETT. FU(b RS 78S R &% Bleg f9S40, HA 3% username
F password., % L EHABAPUMGALFE HTTP POST ik —FEkA4 HTTP GET K.

Headers Cookies Params Response

Request URL: http://www.xsslabelgg.com/action/login
Request method: PoST _
Remote address: 127.0.0.1:80 Headers Cookies | Params
Status code: A 302 Found (@ Edit and Resend Raw headers Filter request parameters

Version: HTTP/1.1 Form data
Latis __elgg_token: tCSVJgJuxucSMX95ViBGOw

v Filter headers elgg_ts: 1516691279
Request headers (492 B) username: alice

Accept: text/html,application/xhtml+xm...plication/xml;q=0.9,*/*;q=0.8 password: seedalice
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.5

Connection: keep-alive

Content-Length: 90

Content-Type: application/x-www-form-urlencoded

® |Cookie: Elgg=3fcouk03cpk56p552gptssqgjq?2 I

(a) HTTP ¥fiskk (b) HTTP #k 5%

Kl 4: HTTP KRIZ%

TR Web IFA# TR HREGATFHANEN, 7T A AE M 45 TR A 0 AL RO S —
W, RS Cerl + BRIER

5.3 JavaScript g

AT e FHEIIATR A1 JavaScript i, Firefox M %& % T B AT DATE B JavaScript ft
o BRI DAFE A R AR ARG E . TR TR 2 SR T anfar e FH il A -
B # Tools ¥ ¥ --> Web Developer --> Web Console
W AF | Shift+Ctrl+K [etEss,

#EAFER G (Console) J&, siifi JS #r%0. siili JS 550 T &k HMHIRAE Error 5534 —4 %t
7). AR BRSO, AT B Warning (316

[
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12

[+ LTI Inspector C De

W eNet- ®(CS55~- @ . @ Securil
Ix b TypeError: Ajax RVl Syds] g

Warnings

K& 5: Ji JavaScript fUi% (1)

URACHD BT 8 R, 12 G B — 2 E . SRR S HEERTRIEEA N, RbfT

B F LA s (L)

3 O Inspector O Debugger () Style Editor @P() C
B e Net ® CSS iOJS } ® Security ® Logging @ Server )
|| x P TypeError: Ajax.sen is not a function [Learn Morel] |(|

Error message

& 6: Jix JavaScript Ui (2)

6 R

BEBES0 & X

Line number causing error

RGBSy A B P 1) T S 6 A1 15 R AR R A e ) AR R 2 A ISR . AR 75 2% —
SOAER B NI TR LSS S R A TR o i (] N 271 1 T ) AR BB AR . U fhT s b _EAURD
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