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void foo(int a)
{

int x;

S4.2. THIMHY PR AN AR ) BT IR N AE X3 ?

int i = 0;

void func(char *str)

{
char *ptr = malloc(sizeof (int));
char buf[1024];
int j;

static int y;
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int bof (char *str)

{
char buffer[24];
strcpy(buffer,str) ;

return 1;
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int bof(char *str, int size)
{

char *buffer = (char *) malloc(size);

/* The following statement has a buffer overflow problem */

strcpy (buffer, str);

return 1;
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buffer address : Oxbffff180

case 1 : retAddr = Oxbffff250 -> Able to get shell access

: retAddr = Oxbffff280 -> Able to get shell access

: retAddr = Oxbffff300 -> Cannot get shell access

: retAddr = Oxbffff310 -> Able to get shell access
retAddr = Oxbffff400 -> Cannot get shell access
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int bof (char *str)

{
char buffer[24];
strcpy (buffer,str);

return 1;
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{7 & J& OxBBFFAACC.

Address B: 0x804B22C0

Address A: 0x804B2220
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struct Node

{
struct Node *next;
struct Node *pre;

I3

// The following is a snippet of a code execution sequence.

struct Node *p = malloc(sizeof (struct Node));
struct Node *q;
char *buffer = malloc(100);

/* Code omitted: Add Node p to a linked list */

// There is a potential buffer overflow in the following

strcpy (buffer, user_input);

// remove Node p from the linked list
q = p->pre; o
g->next = p->next; (2

return; (3
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struct Node
{
int value;
struct Node *next;

struct Node *pre;
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int bof (char *str)

{
char buffer[X];
strcpy (buffer,str) ;

return 1;



